
ESPIONAGE ROBOT BASED ON 

RASPBERRY PI FOR DEFENCE

Abstract - This paper is dedicated to making a robot using 
Raspberry Pi which can be used for security at places where it is hard 
for humans to reach or which are dangerous to the humans. It can 
also be used for security and surveillance at any place or to spy the 
surroundings. It requires the knowledge of python language to 
program the Raspberry Pi and the Raspbian software to create the 
user interface. Therefore, we made this robot with such a function 
that this robot contains a camera which detects and track a colour 
automatically and the control of the robot is manually to give control 
in the hands of operator to move it in desired directions.
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INTRODUCTION
Nowadays, with the increasing unwanted activities along the border 
there is a need for a spy robot which can interpret enemy movements 
without being noticed. The spy robot should be capable of capturing 
and sending images to the nearby security control unit. The main 
objective of designing this robot is the surveillance of border areas 
and to minimise the infiltration of enemy forces. Many military 
personnel losses their lives on the border while encountering 
enemies, this robot can help in saving human lives and protecting 
the country from enemies. The spy robot is designed using 
Raspberry Pi and a camera. Raspberry Pi and Bluetooth are used for 
controlling the movement of robot. The robot receives control 
command from Raspberry Pi via Bluetooth. The movement of robot 
is controlled manually. A camera is mounted on the robot which is 
capable of tracking a particular colour or object. This robot will be 
useful for the armed forces in the war field and unknown territories. 
It can also be used for security and surveillance of other areas as 
well.

I.  BLOCK DIAGRAM OF PROPOSED MODEL 
The block diagram of the model consisting the components to 
construct the robot is given below along with the stepwise 
description of the construction of the robot in detail.

Step 1: In working methodology, firstly a noobs software is installed 
in a micro SD card which allows installing of various types of Linux 
software. The software used is Raspbian (an open-source debian 
Linux OS). Then SD card is inserted in Raspberry Pi 3 b+ module 
which is then connected to a display.

Step 2: Raspbian software opens in the display. With the help of 
USB connections, programs are written in Python language

for controlling of robot by installing python package from RPIO.

Step 3: A code is written for controlling of directions of motors 
connected to the robot. A second code is written which involves 
image processing using “OpenCV” library

Step 4: Raspberry Pi is given supply. A L293D motor driver is 
connected to Raspberry Pi Pins, 4 motors and servomotor which 
controls the movement of camera.

Step 5: For controlling direction of robot, an app “Blueterm” is 
installed in android phone which emulates serial communications 
over Bluetooth using RFCOMM protocol. The android Bluetooth is 
connected wirelessly with Raspbian Bluetooth.

Step 6: Code 1 includes functions of forward, backward, left, right 
and stop commands and a line of instructions for Bluetooth 
connection. When connected, code 1 is executed, when given 
appropriate command from android, which in turn gives command 
to L293D motor driver which controls the motor and hence, motor 
moves as per instruction given.

Step 7: Code 2 includes image processing instructions. It includes 
“OpenCV” python bindings consisting of RGB colour space in 
which each colour has its respective representing pixels ranging 
from 0 (black pixels) to 255(white pixels). “OpenCV” accepts these 
limits in arrays.

Step 8: When executed function is called and the robot tracks the 
colour depending upon defined set of upper and lower limits.

Step 9: Both the codes are combined and runs simultaneously. The 
robot functions accordingly.

III. D E TA I L D E S I G N  A S P E C T S  O F A L L 
COMPONENTS USED

The details of the components used is given below in tabular form as 
well as with description.
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Fig. 1 Block diagram of model
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B.  DC Motor

DC motors come with a variety of specifications,  including RPM, 
no-load speed, maximum current load, and stall torque. The DC 
motor is used to provide the mechanical movement to the robot 
according to the operation of specific motors. The motors used in the 
project are 150 rpm motors.

C.  Servo Motor

A servo motor is a rotary actuator or linear actuator that allows for 
precise control of angular or linear position, velocity and 
acceleration. Servo motor are not a specific class of motor although 
the term servomotor is often used to refer to a motor which is used in 
closed loop control system. In our project we use servomotor to 
move the camera according to the object to be followed.

D. Camera

The camera is input device which is used to provide the visual input 
to the Raspberry Pi to compare the colours and provide the required 
output.

E.  Battery

Battery is the source of energy which is required to power up the 
Raspberry Pi, DC motors and servo motor. In this project the robot is 
having a 12V DC battery to provide power to different components.

 FLOWCHART OF PROGRAMMING LOGICS

The logic of the program of this robot includes commands given by 
Raspberry Pi to motor driver which controls the direction of motors 
for robot movement and to servomotor which controls the direction 
of camera for the purpose of image processing with the help of set of 
programs written and executed in python language. The system 
accepts commands as input through a wireless connection with the 
help of Bluetooth in android phone.

Both the flowcharts are explained separately to discuss the use of 
each input and each function of the robot in detail. The part of object 
tracking is completely different and this function is used separately 
in flowchart, program and in practical. While using the function of 
object tracking the other functions are not allowed to change until 
object tracking code ends.

A. Raspberry Pi 3 Model B+

The Raspberry Pi 3 Model B+ is the latest production Raspberry Pi 3 
featuring a 64-bit quad core processor running at 1.2 GHz. It 
incorporates built-in Wi-Fi and Bluetooth connectivity with 
enhanced dual-band 2.4 GHz and 5 GHz Wi-Fi, Bluetooth 4.2/BLE 
and faster Ethernet.

We have used Raspberry Pi because of the easy for image 
processing with “OpenCV” by using python and for connections 
with external devices such as I/O devices. The libraries for 
peripherals provide a greater help at crucial times. The 
programming and understanding the way of working is quite easy 
than others.

A. L293S Motor Driver

The L293D are quadruple high-current half-H drivers. The L293D 
is designed to provide bidirectional drive currents of up to 600-mA 
at voltages from 4.5 V to 36 V. Both devices are designed to drive 
inductive loads such as relays, solenoids,

DC and bipolar stepping motors, as well as other high- current/high-
voltage loads in positive-supply applications.

Table I Components Used In The Robot

Fig. 2:  Raspberry Pi Board

Fig. 3: L293D Board

Fig. 4: Flowchart for Movement and Image Capturing
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The VNC viewer software is connected to the Raspberry Pi by using 
the unique IP Address of the Raspberry Pi in settings and using a 
common network. It can also be seen by connecting the Raspberry 
Pi to any monitor using HDMI cable. After completing the robot the 
final construction is shown below in the image.

RESULT AND CONCLUSION

After running the program from the terminal window in the 
Raspbian OS and giving the commands for the processing these 
various results are obtained to verify the working of the robot. These 
images show the interface of the Raspbian OS as well as the 
movement of the camera in object tracking. When we give the 
command to capture an image the image is saved on desktop and can 
be seen by the user which is shown below.

For object tracking or color tracking the image processing action is 
followed by the robot by which it moves the camera along in the 
direction of the object to track it. For this purpose, servo motor is 
used to give movement to the camera as the camera is mounted on 
the servo motor. The results of the image tracking are shown below 
to show the user interface as well as the movement of camera.

Step 1: After connecting the Raspberry Pi with the mobile phone via 
Bluetooth, the input signals are given as L, R, F, B and P for left, 
right, forward, backward and image clicking actions respectively.

Step 2: When any of these inputs are provided to the Raspberry Pi, 
the python-based program processes this input and then controls the 
action of the motor or camera.

Step 3: By using these actions we can use the robot to move in all 
directions and also to capture the image which will be saved on the 
desktop.

Step 1: Similar to the previous flowchart, when we give input as 'A' 
via mobile to the Raspberry Pi then the image processing and object 
tracking will start.

Step 2: Once the input is provided, the camera takes the image as an 
input to process and compare the RGB colour space of that image 
with the particular colour RGB colour space.

Step 3: after this comparison it tend to calibrate the object in the 
centre of the camera due to which it requires to control the servo 
motor.

Step 4: Servo motor is connected to the Raspberry Pi as well and 
moves in direction depending upon the movement of the object.

Once the programs are completed, they are needed to be executed 
using the terminal window on the Raspbian OS, terminal window is 
used for various functions like to check the Pinout of the Raspberry 
Pi.

 SYSTEM INTERFACING AND HARDWARE 
SETUP
VNC Viewer application is used to get the visuals of the interface of 
the Raspberry Pi on the laptop screen. The programming is done in 
python language in the python 3 software in Raspbian operating 
system. Raspbian operating system is Linux based OS. It allows you 
to write multiple codes and save them in the Raspberry Pi.

Fig. 5: Flowchart for object tracking

Fig. 6: User interface of Raspbian OS on Laptop screen

Fig. 7:  Hardware Setup of Robot

Fig. 1 Block diagram of model
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As the process of image processing is continuous the program ends 
after 2 minutes of time automatically, it is programmed by us to save 
energy of the battery and to run other functions.

REFERENCES

[1] K. N. Lavanya, D. Ramya Shree, B. R. Nischitha, T. Asha, C. 
Gururaj, “Vision Interfaced War Field Robot With Wireless Video 
Transmission”, 2018 2nd International Conference on Trends In 
Electronics and Informatics (ICOEI).

[2] J. Patoliya, H. Mehta, H. Patel, “Arduino Controlled War Field 
Spy Robot Using Night Vision Wireless Camera and Android 
Application”, 5th Nirma University International Conference on 
Engineering (NUiCONE), 2015.

[3] A. Hoque, Md. B. H. Shorif, S. Nuruzzaman, Md. E. Alam, 
“Arduino Based Battlefield Assistive Robot”, 2017 IEEE Region 10 
Humanitarian Technology Conference (R10-HTC).

[4] T. Kaur, D. Kumar, “Wireless Multifunctional Robot for Military 
Applications”, 2015 2nd International Conference on Recent 
Advances in Engineering and Computational Sciences (RAECS).

[5] S. Bhat, M. Meenakshi, “Vision Based Robotic System for 
Military Applications- Design and Real Time Validation”, 2014 5th 
International Conference on Signal and Image Processing.

[6] K. B. Swain, S. Dash, S. S. Gouda, “Raspberry Pi Based 
Integrated Autonomous Vehicle Using LabVIEW”, 2017 3rd 
International Conference on Sensing, Signal Processing and 
Security (ICSSS).

[7] D. G. Rangani, N. V. Tahilramani, V. Talreja, “Autonomous 
Photo Clicker and Website Up Loader System”, 2017 3rd 
International Conference on Applied and Theoretical Computing 
and Communication Technology (iCATcc).

[8] L. Wang, L. Zhang, Y. Ma, “Gstreamer Accomplish Video 

Fig. 9: User Interface at the Time of Object Tracking

Fig. 10: Movement of the Camera to Track the Object
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